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1. Introduction
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1.1. 1w Token (“Company”, “we”, or “us”) takes the privacy and protection of personal data
seriously for all individuals who visit and interact with 1w Token (‘“Website”). We collect
and process certain personal data to provide information about 1w Token and improve the
functionality and security of the Website.

1.2. We value your privacy and are committed to safeguarding your personal data in
accordance with the applicable data protection and privacy laws and regulations (“Governing
Law”).

1.3. This Privacy Policy sets out the terms and conditions under which we collect, use, store,
transfer and disclose your personal data when you access or interact with the Website. It also
explains your rights in relation to your personal data and the protections afforded to you
under the Governing Law.

1.4. For convenience, this Privacy Policy may be made available in multiple languages.
However, in case of any discrepancy between a translated version and the English version,
the English version shall prevail and serve as the official, legally binding version.

2. Data Controller/Organization details
2.1. Organization/Data Controller

The Company is the data controller responsible for determining the purposes and means of
processing your personal data collected through the Website.

2.2. Contact Information

For any questions regarding this Privacy Policy, the processing of your personal data, or to
exercise your rights, you may contact us customer support communication channels.

3. Data We Collect

3.1. We may collect and process the following categories of personal and other data,
depending on how you interact with the Website:

3.1.1. wallet-related information: public wallet address;

3.1.2. technical and device information: IP address, browser type and version, operating
system, device identifiers, and diagnostic/log data generated by servers and security systems;

3.1.3. cookies and tracking data: session identifiers and preferences strictly necessary for the
Website’s basic functionality.



3.2. Use of certain Website functionalities, including blockchain-related features, requires the
processing of your public wallet address. Without this data, certain features of the Website
cannot be provided.

4. Purposes and Legal Basis of Processing of Personal Data

4.1. Purposes of processing

4.1.1. We process personal data for the following purposes in connection with the Website:

providing information about 1w Token and related content;
conducting analytics and improving the functionality, usability, and security of Website;
complying with applicable laws, regulations, and contractual obligations;

ensuring security, preventing fraud, and protecting the integrity of the Website and
systems.

4.2. Legal basis for processing

4.2.1. We process personal data based on one or more of the following legal grounds:

e [Legitimate interests: we process certain personal data, including wallet addresses and
technical data, where it is necessary for the operation, security, and functionality of
the Website.

e Performance of a contract: where applicable, processing is necessary to enable you to
interact with blockchain-based functionalities of the Website, including connecting a
wallet.

e Consent: where required by Governing Law (e.g., for certain cookies or tracking
technologies), we rely on your consent.

4.2.2. We carefully assess our legitimate interests against your rights and freedoms and
ensure that processing is limited, proportionate, and does not have an unjustified impact on

you.

5. Rights of the data subject

5.1. Under Governing Law, data subjects whose personal data is processed have the following
rights:

5.1.1. right of access: you may request a copy of the personal data we hold about you and
verify that it is being processed lawfully;



5.1.2. right to erasure: you may request that your personal data be deleted when there is no
valid reason to continue processing it, or if you have withdrawn consent or objected to
processing. Please note that in some cases, legal obligations may prevent immediate deletion;

5.1.3. right to restrict processing: you may request temporary suspension of processing
activities;

5.1.4. right to object: you may object to the processing of your data based on legitimate
interests, particularly if it affects your rights and freedoms;

5.1.5. right to rectification: you may request that inaccurate or incomplete personal data be
corrected. We may require supporting information to verify updates;

5.1.6. right to data portability: you may request a copy of your personal data in a structured,
commonly used, machine-readable format, or ask for it to be transmitted directly to another
party. This applies only to data you provided and which is processed based on consent or
contract;

5.1.7. right to withdraw consent: if processing is based on your consent, you may withdraw it
at any time. Withdrawal does not affect prior processing but may affect services we can
provide;

5.1.8. right to lodge a complaint with a supervisory authority: without prejudice to any other
administrative or judicial remedy, you have the right to lodge a complaint with a supervisory
authority if you consider that the processing of personal data concerning you infringes the
Governing Law.

5.2. If you wish to exercise any of the rights set out above, please contact our customer
support.

6. Data retention

6.1. The Company retains personal data only for as long as necessary to achieve the purposes
for which it was collected. This includes improving the Website, performing analytics, and
complying with legal, regulatory, tax, accounting, or reporting obligations. In situations such
as complaints, disputes, or potential legal proceedings, we may retain personal data for a
longer period to protect our legitimate interests or to comply with Governing Law.

6.2. When deciding how long to keep personal data, we consider multiple factors, including:
6.2.1. the type and sensitivity of the personal data;
6.2.2. the volume of data and the potential impact of unauthorized access, loss, or disclosure;

6.2.3. the purpose for which the data was collected and whether the purpose can be achieved
through other means;



6.2.4. any legal, regulatory, or contractual obligations that require retention;
6.2.5. the likelihood of future disputes or claims related to the data.

6.3. Any personal data shared with third-party service providers (such as hosting, analytics,
or others) will be retained only for the duration necessary for their specific processing tasks
and in line with our instructions and Governing Law.

7. Data security

7.1. The Company implements appropriate technical and organizational measures to protect
personal data against accidental loss, unauthorized access, disclosure, alteration, or misuse.
Access to personal data is strictly limited to employees, contractors, consultants, and
authorized third-party service providers who require it for legitimate business purposes. All
such personnel are bound by confidentiality obligations and are only permitted to process
personal data in accordance with our instructions.

7.2. We have established procedures to identify, manage, and respond to any suspected or
confirmed personal data breaches. In the event of a breach, we will take prompt action to
mitigate any potential impact and, where required by law, notify affected data subjects and
the relevant supervisory authority.

7.3. Our security measures are regularly reviewed and updated to reflect changes in
technology, regulatory requirements, and emerging risks. This includes periodic testing of
systems, review of access controls, and training for personnel handling personal data.

8. Data disclosure

8.1. By using the Website and submitting your personal data, you acknowledge and agree that
we may disclose your personal data to third parties in accordance with Governing Law.

8.2. Your personal data may be shared with:
8.2.1. service providers who support the Website or analytics;

8.2.2. regulatory authorities, law enforcement agencies, or government bodies where
disclosure is legally required;

8.2.3. other third parties, including business partners, consultants, advisors, or affiliates, who
assist us in operating or maintaining the Website and 1w Token.

9. Cross-border transfers

9.1. The Company may transfer personal data to recipients located outside of their country of
residence in connection with the operation of the Website or related services. All cross-border
transfers are conducted in compliance with applicable data protection laws, ensuring that
your personal data continues to receive a necessary standard of protection.



9.2. The Company will take steps to ensure that the data subject’s personal data receives an
adequate level of protection in the jurisdictions in which the Company processes it.

10. Cookies and Tracking Technologies

10.1. The Company uses cookies and similar tracking technologies on the Website to enhance
user experience, analyse Website traffic, and provide relevant content. These technologies
may include:

10.1.1. session cookies and persistent cookies;

10.1.2. analytics and performance tracking cookies.
10.2. Cookies help us:

10.2.1. improve Website functionality and usability;
10.2.2. understand user behaviour and traffic patterns;
10.2.3. ensure security and prevent fraud.

10.3. You may manage or disable cookies through your browser settings. Please note that
disabling certain cookies may affect Website functionality and limit access to some features.

10.4. Third-party service providers (e.g., analytics, advertising, or others) may also place
cookies on your device. These third parties are responsible for their own cookies and privacy
practices.

11. Changes to this Privacy Policy

11.1. The Company may update this Privacy Policy from time to time to reflect changes in
our practices, legal requirements, or the Website functionality.

11.2. We will post any changes on the Website and update the “Last Updated” date at the top
of this Privacy Policy. Significant changes may be communicated through email or other
direct communication channels, where appropriate.

11.3. By continuing to use the Website after changes are made, you acknowledge and accept
the updated Privacy Policy.



